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Information security – state of information when certain 
properties of the information is ensured

Confidentiality – information can be accessed only by 
authorized users

Integrity - information can't be modified without being noticed

Availability – authorized users can access information with 
required level of quality

General terms



There should be explicit statement of what the 
system can ensure in terms of security. 

Otherwise after any accident users will think 
that it is broken.



What Bitcoin can and cannot?

Protect integrity of 
transactions

Prevent double-spending

Control money supply

Ensure authenticity of 
sender and recipient

Prevent counterfeiting

Prevent network attacks

Prevent keys from theft

Prevent impersonating of 
the user (MITM)

Weak key generation

Ensure anonymity



Crypto algorithms

1. Key generation

2. Key distribution

3. Encryption

4. Hash function

5. Digital signature

6. Zero knowledge proof

7. Key agreement

8. Secret sharing

9. Ring signature

10. Group signature



Key generation

Key generation is the process of generating random keys 

RNG - natural entropy usage - atmospheric noise, thermal noise etc

PRNG – predefined algorithm and seed, keys could be reproduced 
on the same PC

CSPRNG  – seed value is some random value, hard to guess

Principles:
1. Quality of randomness is crucial

2. Seed data should be truly random

Idea: Hardware key generator and storage



Key distribution
Is a process of secure exchanging of keys between users

Principles:

Secure only if uses

1) earlier distributed key    

2) face-to-face meeting    

3) trusted party

Idea: PKI for cryptocurrencies



Encryption

Encryption is a process of transforming a piece of information into 
an incomprehensible form with a key.

Principles:

1. Protects only confidentiality

2. Encryption of the same message

gives different result

3. For each session new  

key is used 



Hash
Technique that allows creating unique digital fingerprint of a 

message.

Principles:

1. Output is similar to random number

2. Impossible to find two messages that give the same result

3. Impossible to recover message from its hash

4. Changing one bit in the message changes hash dramatically



Digital signature

A digital signature is an analogue of handwritten signature and 
added to the message to demonstrate its authenticity. 

Principles

1. Even small change in a message or signature leads to rejecting 
signature

2. It is impossible to create 2 different messages which produce 
equal signature

3. Ensures integrity and non-repudiation
4. Group signatures, proxy signatures, undeniable signatures etc



Zero knowledge proof

Zero knowledge proof protocol helps to convince other user that you 
know some particular secret without revealing it. 

Principles:

1. Zero knowledge proof  requires interaction between users

2. User that obtained a proof cannot convince third party



Zero-knowledge proofs

You can prove that:

Key has some length (264 < key < 2128) 

That you have 3 out of 5 private keys

That you know solution for sudoku :)

You paid certain amount of taxes :(



Key agreement

Two users communicate over open channel about shared secured 
key

Principles

1. Eavesdropper cannot extract any information about the shared key

2. Integrity of communication should be ensured

Idea: Stealth addresses



Secret sharing

Key is split between group of people and all of them are needed to 
recover it.

Principles

1. It is possible to meet requirements of any access matrix

2. Amount of shares less than threshold doesn't give any information 
about the secret

3. It is possible to create groups and give them different power

Ideas: Smart contracts, decision making, key protection



Group signature. Features

Only member of the group can sign 
Anyone can check the signature
Verifier can only understand that member of the group signed 
Nobody can forge signature of the user
Only group manager can understand who produced a signature



Ring signatures

In a ring signature scheme there are no prearranged groups of users  
- all user needs is knowledge of others' public keys.

Traceable (or linkable) ring signatures - If the signer used his 
private key twice (or k times), everyone can see that the two 

signatures are linked.







How transaction is formed. Change.


